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1. Ilepeyenb KOMIIETEHIUI ¢ YKa3aHUEM 3TanoB uX (JOpMHUPOBAHUS B Mpolecce
ocsoenus OIIOIT

B pe3ynbrare M3ydeHus AUCHMIUIMHBI « ABTOMATU3AlM TEXHOJOTUYECKUX IMPO-
rieccoB coopku (DevOps)» odOyuatomiuecs, B cootBerctBuu ¢ ®I'OC BO no HanpasJie-
Huto noarotoBku 09.04.03 IlpukianHas wHOOpPMATHKA, YTBEPKISCHHOIO IPUKA30M
MunucTepcTBa Hayku ¥ Beiciiero oopazoBanusi PO Ne 916 ot 19.09.2017, dopmupyrot
cleyIolre KOMIETeHIINH, yKa3aHHble B Tabnuie 1:

Tabnuna 1
®opMHpOBaHHE KOMIICTCHIIHII B IIpoLecce H3YYEeHUS JMCIHIIIHHBI
«ABTOMATH3aIlUsl TEXHOJOTHYeCKUX npoueccos coopku (DevOps)»

Komnerennus WNHpukatopsl Oransl popmu- Bune! 3ans- OneHouHsle cpen-
Kon | HaumenoBanue JOCTHKEHUS pOBaHMsI KOMIIE- TUHN I CTBa I OLEHKHU
KOMIIETEHIIUN TEHIIMU B IpO- | (OpMUpPOBa- | YpOBHsS CHOPMHPO-
LIECCE OCBOCHMSI | HMS KOMIIE- BaHHOCTH KOMIIE-
OITOII (xypc) TEHITUU TEHITUU
1 2 3 4 5 6
OIIK- | OIIK-5 Crnoco- | OIIK-5.3. 3Haer 2 JIEKIMH, JIa- cobeceloBaHue,
5 ocH pa3pa6aTbI- MCTOJOJIOTUIO aB- 60paT0prIe TUIIOBOE 3aJaHKE,
BaTb U MOACPHH- | TOMATU3AllUN TCX- 3aHSITUS TECTOBOE 3aJaHNe

3UpPOBaTh  MPO- | HOMOTHYECKUX
rpaMMHOE M am- | mpoIeccoB  cOop-
mapatHoe o0ec- | KU, HacTpOMKH W
nedeHue WHGOp- | pa3BEPTHIBAHUS
MAIMOHHBIX U | MPOrPaMMHOIO
ABTOMAaTHU3UPO- oOecrieueHus
BaHHBIX CUCTEM

Komnerenuus OIIK-5 — takke popmupyercs B Xx0/1€ OCBOEHUS AUCIUIUIMH:
«ABTOMAaTH3aLHs TEXHOJOTUYECKUX MTPOLIECCOBY, «IHTErpays U HENpepbIBHAS 110-
ctaBka (CI/CD)», «YnpaBnenue unppactpykrypoi kak Koz (IaC)», « MOHUTOpUHT U
norupoBanuey, «KoHTeliHepu3anus u opkectpanus», «CHCTEMBbI yIPaBJICHHUS BEPCUS-
M», « CKpUIITUHT ¥ aBTOMatu3aius», «bezomacnocts B DevOpsy», «YpaBiieHUE KOH-
durypauusmMmny», «O61a4yHble TEXHOJIOTUU U CEPBUCHI, HAYYHO-HUCCIIEI0BATEIbCKON pa-
OO0TBI, IPOEKTHO-TEXHOJOTUUYECKON MPAKTUKH, a TAKXKE B XO/I€ MOATOTOBKH K 3allIUTE
BBINTYCKHOM KBaNM(UKAITMOHHON PabOTHI.

2. Onucanue nmokasareJieid 1 KpUTEepreB OLIEHUBAHUS KOMIIETEHIIUI
Ha Pa3JIMYHbIX dTanax ux GopMupoBaHMsl, ONIUCAHUE HIKAJ OLlCHUBAHUS

Hepequb OLICHOYHBIX MaTe€pHuajioB

Tabnuna 2
Ne HanmenoBanne | Kparkas xapakTepucTHKa OlleHOYHOro mMatepuana | IIpeacraBnenue one-
/0 | OLEHOYHOTO MaTe- HOYHOI'O CPEJCTBA B
puana OM
1. | CobecenoBanue CPEICTBO KOHTPOJIL, OPraHU30BAHHOE KaK CIIELIM- | BOIIPOCHI I10 TEMaM
asibHas Oecella MeJarorn4eckoro paboTHUKA ¢ JUCLIUILINHBL:
00y4aroImuMcsi Ha TeMBbI, CBS3aHHBIE C U3Y4aeMO | - TepedyeHb BONPOCOB




No HanmenoBanue | Kparkas xapakTepucTuka olleHOYHOro Marepuana | IIpeacraBienue ore-
/Tl | OIIEHOYHOT'O MaTe- HOYHOI'O CpE/ICTBA B
puana OM
JUCLUIUIMHON ¥ PAaCCYMTAHHOW HA BBISICHEHHE JUISL YCTHOTO OIIPO-
o0beMa 3HaHUH 00yJarOIIETOCs MO ONPECIICH- ca
HOMY pasjacity - HEpCUYCHL BOIIPOCOB
JUISL CAMOCTOSITENb-
HOW paboTHI
2. | TectrupoBanue METO/I, KOTOPBIA IIO3BOJISICT BBISIBUTH YPOBEHB | OAHK TECTOBBIX 3aja-
3HAHWW, YMEHH WM HAaBBIKOB, CIOCOOHOCTEH U | HUH
JIPYIrUuX Ka4yeCTB JUYHOCTH, & TAKKE UX COOTBET-
CTBHE OIIPEACICHHBIM HOpMaM IIyTeM aHaln3a
CIOCOOOB  BBIMIOJIHEHUS OOydYalOIMMUMHCST psaa
CIICLIMAJIbHBIX 3aJaHUI
3. | Pedepar MPOAYKT CaMOCTOSATEIbHOW pabOThl CTYJEHTa, | TeMBbI pedepaToB
MPEJICTABIISAIONINI COOOW IMyOJMYHOE BBICTYILIC-
HHUE II0 MNPEACTABIIEHUIO ITOJYYEHHBIX pE3yJIbTa-
TOB peleHus OIpe/IeICHHON y4eOHO-
MPaKTUYECKOH, y4eOHO-UCCIEA0BATEIbCKON WU
HAYYHOU TEMBbI
IIporpaMMa oneHMBAHUSA KOHTPOJIUPYEMOM AU CIUTIIIMHBI
Tabauna 3
Kox xonTponupye-
No KouTtponupyemsble pa3aeinbl MOH HaumenoBanue
I/ (TEeMBI TUCITUTLTHHEI ) KOMIIETeHIIUY (MM | OIIEHOYHOTO CPEJICTBA
€€ YacTH)
1 2 3 4
1. Beenenne B DevOps u Docker YCTHBIA OIPOC
Pa6ora ¢ Docker OIIK-5
BeepeHue B Kubernetes (k8s)
2. | Beenenue B8 DevOps u Docker OIIK-5 YCTHBIN OIIPOC
Pa6ota ¢ Docker
BeepeHue B Kubernetes (k8s)
3. | Pabora ¢ Kubernetes OIIK-5 YCTHBIN OIIPOC
ABTOMaru3anus ¢ nomolipko Python
Beegenue 8 CI/CD
4. | Pa6ora c Kubernetes OIIK-5 YCTHBIN OIIPOC
ABTOMaru3anus ¢ nomolisko Python
BsepeHue s Cl/CD
5. | GitLab, Gitea u DevOps OIIK-5 YCTHBIN OIIPOC
O6naunsre Texnosorud (Yandex Cloud, AWS, Google Cloud,
Azure)
OpkKecTpaTopbl
6. | GitLab, Gitea u DevOps OIIK-5 YCTHBIH 0npoc, MUCh-
O6nauneie TexHonoruu (Yandex Cloud, AWS, Google Cloud, MEHHBIi 0npoc
Azure)
OpkecTtpaTopbl
7. | GitLab, Gitea u DevOps OIIK-5 MUCbMEHHBIN OIPOC,

TCCTUPOBAHUC

Onucanue nokasarese 1 KpUTepueB OLCHUBAHUS KOMIIETCHIMI 10 MCHUILIMHE
«ABTOMATH3AIUS TEXHOJOTHYECKHX MpoieccoB coopku (DevOps)» Ha pa3TuuHbIX
Tanax ux (popMUPOBAHUI,
ONMMCAHMeE KA OLeHUBAHUSA

Tabnuma 4




Kon xom- Nuaukatopel [TokazaTenu 1 KpUTEpHUN OIECHUBAHKS PE3yJIbTATOB O0YUCHUS
[ETCHIUN, JOCTHIKEHUSA HUKE I10pOro- IIOPOT'OBBIN IIPOJBUHY- | BBICOKHH ypO-
JTarnbl KOMIIETEHIIHH BOT'O YPOBHS YpOBEHb TBI ypO- | BEHb (OTJINYHO)
OCBOCHUS (neynoBneTBo- | (YIOBJIETBOpPU- | BEHb (XO-
KOMIIETCH- PHUTEIIBHO) TEJIbHO) pot11o)
02078
1 2 3 4 5 6
OIIK-5 OIIK-5.3. 3naer | [1noxo opueH- 3HaeT OCHOB- | YBEpEHHO PazpabatriBaer
METOI0JIOTHIO TUPYETCS B OC- | HbIE DJIEMEHTHI | IpUMEHsieT | 3G (EeKTUBHBIE U
aBTOMAaTH3allMM | HOBAaX aBTOMa- | M MHCTPYMEH- | HHCTPYMEH- | OIITUMHU3UPO-
TEXHOJIOTHYe- TU3aLHUU TIPO- Thl aBTOMAaTH- | Tl aBTOMa- | BaHHble CI/CD
CKHUX MPOIIECCOB | IIECCOB COOPKH. | 3alUu TU3AIIH pipelines. [Ton-
cOopKH, He nonnmaer (Jenkins, TS HOCTBIO UHTE-
HaCTPOUKHU U npuHIUnoB pa- | Docker). Jo- HAaCTPOMKHU | IPUPYET UH-
pasBépreiBanus | 6otel CI/CD MyCKaeT CI/CD. CTPYMEHTHI aB-
MIPOTPAMMHOI0 OIMOKY MpH Cnocoben TOMAaTHU3aLNH B
obecrnieueHus HACTpOiike UHTETPUPO- | TPOIECCHI pa3-
Cl/iCD BaTh dJie- pabOTKHU | IKC-
pipelines. MEHTBI MO- | IJTyaTall}H.
HUTOPUHTA
U JIOTUPO-
BaHMSL.

3. TunmoBbIe KOHTPOJIbHBbIE 32JaHUSI MJIM HHbIEe MaTepUAJIbl, HeO0X0AMMBbIe /I
OLICHKH 3HAHNH, YMEHHUI, HABBIKOB U (WJIH) ONbITA AeATEJIbHOCTH,
XapaKkTepu3yIMX 3Tanbl ((OPMUPOBAHNS KOMIIETEHIIHII B IpoLecce 0CBOCHUS
00pa3oBaTeJbHOM MPOrpaMMBbI

3.1. BxogHoi1 KOHTPOJIb

1. OcuHoBuble nousTust DevOps: NPUHIIKIIBI, 337241, TPEUMYIIECTBA.
2. Pomu n o6s3arHOCTH DevOps-uHxeHepa B mporiecce pa3paboTKH.

IIpuMepHBIN NIepeYeHb BONPOCOB

3. Uuctpyments aBTomatusaiuu CI/CD (Jenkins, GitLab CI/CD, GitHub Actions u

zp.).

4. TlpuHnMnbpl KOHTEHHEPU3ALUKA U YIPABJICHUE KOHTCHHEPAMU C WCIIOJIb30BaHUEM
Docker.

N o O

Stack).
9. Ilpaktuxu ynpaneHus Bepcusmu koja (Git) 1 paboThl ¢ pEO3UTOPUSIMHU.

OcHoBHBI€ 3Tarbl co3aanus nHGpacTpykTypsl kak koga (1aC).

OcHoBbl pabotsl ¢ Kubernetes: cTpykTypa, pyHKIIHMOHATbHBIE BO3MOKHOCTH.
KonduryparnuonHoe ynpasnenue: ucnoib3oanue Ansible, Chef, Puppet.

Meroasl MmonuTopuHra u jorupoBanus B DevOps (Prometheus, Grafana, ELK

10.OcHoBHBIC TOAX0ABI K 00ecnieueHuIo 6e3omacHocTd B DevOps (DevSecOps).

11.TTpuHuunel MaciTabupoBaHusi THGPACTPYKTYpPbl U OATAHCUPOBKH HATPY3KHU.

12.Pazmuuusa mexay obmaunbivMu matdopmamu (AWS, Azure, Google Cloud) s
DevOps.




13.IHCTpyMEeHTHI AJisi TECTUPOBAHUS MPOU3BOJUTENIEHOCTH U HAJCKHOCTH CHCTEM.

14.Tloaxoxapbl K pa3BepTHIBAHUIO B MYJbTUPETHOHAIILHOM Ccpe/ie.

15.Bueapenue DevOps-nipakTHK B TpaaullMOHHBIE Ou3Hec-mporecchl.lIpumeps! nc-

MOJIb30BaHUs OJOKUEHHA B PA3IMYHBIX OTpacisaxX ((pHHAHCHI, JTIOTHCTHKA, 31paBoO-
OXpaHEHHUE).

3.2. Pedeparnl (10KI21BI)

PexomMeniyeMast TemaTrka pedepaToB 10 JUCIUILIMHE MTPUBEICHA B TAOIHIIE 5.

Tabmuua 5
Tembl pedepaToB, pekoMeHTyeMble TPU U3YYeHUH THCHHILTHHBI
«ABTOMATH3AIMA TEXHOJIOHYECKHX MpoueccoB coopku (DevOps)»

Ne ni/m Tewmbr pedepaToB
1 2
1 Opomorust DevOps: ot Agile k Continuous Delivery.
2 Wuctpymentsr aBromarmzanuu CI/CD: cpasaurensrbril ananu3 Jenkins, GitLab CI/CD u GitHub
Actions.
3 Konreitnepuszauus B DevOps: pons Docker B aBTomMatu3zanmu npoieccoB cOOpKU U pa3BepTHIBAHUSI.
4 OpxkecTtparus KoHTeitHepoB: npeumytnecTBa Kubernetes s MmacmtabupyeMbIX TPHITOKESHHMN.
5 HNndpactpykrypa kak kox (IaC): mpunanuns! padotsl ¢ Terraform u Ansible.
6 Monwutopunr B DevOps: cpaBHenue cucteM Prometheus n Grafana.
7 [TpuanHAE TOCTpOCHUS HHPPACTPYKTYpHI Kak koaa (1aC) u mpumeps! peamu3aiim.
8 MuxkpocepBuCHasi apxXuTeKTypa u ee poisb B DevOps.
9 Onrtumusanys pa3BepThIBAHUS C UCIIOIb30BaHUEM 00JauHbIX pemenuit (AWS, Azure, Google Cloud).
10 | GitOps: IpUHIHKITBI M IPAKTUKH YIPABICHUS HHYPACTPYKTYPOU U MPHIIOKCHUSMH.

3.3. TecroBble 3axaHus

[lo pucturuinHe «ABTOMATH3aIUsl TEXHOJIOTMYECKUX MPOIECCOB COOpKHU

(DevOps)» mpeaycMOTPeHO MPOBEACHUE CICAYIOIINX BUIOB TECTUPOBAHUS: MTUCHMEH-
HO€, KOMITBIOTEPHOE U T.II.

IIucbMeHHoOe TeCTUPOBAHUE.
[luchMeHHOE TECTUPOBAHHME PACCMATPUBACTCS KaK PyOEKHBIM KOHTPOJIb yCIeBa-

€MOCTH W TIPOBOJUTCS TIOCTe M3ydeHus pasaena auciumuinabel Paborta ¢ Kubernetes,
GitLab, Gitea u DevOps. Pe3yrvmamsr mecmupo8anus y4umsl8aromcs npu nposeoeHuu
NPOMENCYMOYHOL ammecmayuu

Ilpumep mecmoeozo 3a0anus, 3auamue Paboma c Kubernetes.

I'pynma ®UO Tectupyemoro

Tect 1 quCIMIUTMHBI OCHOBHBIE IPUHIUTIBI paboTel Kubernetes.

1. Yrto takoe Kubernetes?

a) uctpymeHT Jyis ynpaBiieHus: 6a3amMu JaHHBIX.

0) Ilnardopma 1151 pa3BepThIBAaHUS U YNPABIEHUS KOHTEHHEPU3UPOBAHHBIMU MPU-
noxxeHussMu. (IIpaBunbHBIN OTBET)

B) Cucrema 111 MOHUTOPUHTA CEPBEPOB.




r) CpencTBo JyIsi CO3AaHusl BUPTYAJIbHBIX MAallIMH.

2. Kak Ha3pIBaeTCs OCHOBHAS €IMHUIIA pa3BepThiBaHus B Kubernetes?
a) Pod. (IIpaBuiibHBIN OTBET)

0) Node.

B) Service.

r) Namespace.

3. Uro Ttakoe Deployment B Kubernetes?

a) MexaHu3m aJisi XpaHEeHHs] KOHQUTypallmOHHbBIX (DaiIoB.

6) Crioco0 o0beIMHEHUST HECKOJIBKMX KOHTEHHEPOB B OAHY TPYIIILY.

B) Pecypc, ucnonb3dyemslii 11 yOpaBieHUs] cOCTOsIHUEM npuioxeHuid. (IIpaBuib-
HBIN OTBET)

r) IHCTpyMEHT 11 pe3€pBHOTO KOIMPOBAHUS JaHHBIX.

4. Kakoe wu3 cilenylOImMX YTBEPKACHUW BEPHO OTHOCUTEIBHO Services B
Kubernetes?

a) OHM UCHOJB3YIOTCS TOJIBKO NIl BHYTPEHHEIO B3aUMOJICHCTBUS MEXKIY KOHTEH-
HEpaMHU.

0) OHu obecneunBaroT cTadbMIbHOE ceTeBoe MM Aiid Habopa Pods. (IIpaBunbHbIi
OTBET)

B) OHM npeaHa3HAuYEHBI TSI YIPABICHUS JOCTYIIOM K BHEIITHUM CEPBHUCAM.

r) OHU IPUMEHSIOTCS JUISI HACTPOWKH XPaHWJIHINA JAHHBIX.

5. Yro Takoe Namespace B Kubernetes?

a) BuprtyanpHas mamiuHa aJisl 3arycka KOHTEHHEPOB.

0) Konreiinep ais xpaHeHus: KOH(GUTYpaIUid U CEKPETOB.

B) Jlormueckoe pasneneHue pecypcoB BHyTpH kiacrepa. (IIpaBunbHbIi 0TBET)
r) HCTpYMEHT AJisl yIIpaBJICHUS JIOTaMU U METPUKAMM.

6. Kakue u3 nmepeyncieHHbIX WHCTPYMEHTOB HCTOJB3YETCS NIl OPKECTpaIiy KOH-
TeHEepOB?

a) Docker Swarm.

0) Kubernetes. (ITpaBribHBIH OTBET)

B) Ansible.

r) Terraform.

7. Yto takoe ConfigMap B Kubernetes?

a) Pecypc mns xpaHeHuss KOH(QHUTYpalMOHHBIX JTAHHBIX B BHJIC TIAp KIIFOY-3HAYCHHE.
(ITpaBUJIbHBIN OTBET)

0) Tumn xpaHunuina ajst TOCTOSTHHBIX TAHHBIX.

B) lHCTpYMEHT JIs1 aBTOMATHYECKOTO MACIITa0UPOBAHUS TIPHIIOKCHHUIA.

r) Konduryparus cetu s cepBucoB.

8. Kakoii u3 cienyromux TUMOB peruiMkanuu nojaaepxupaercs Kubernetes?

a) StatefulSets.
0) Deployments.



B) DaemonSets.
r) Bee Brienepeurcnennsie. (IIpaBUiibHbBIN OTBET)

9. Jlns uero ucnonb3yercst Horizontal Pod Autoscaler (HPA) B Kubernetes?

a) Jlns aBToMaTndeckoro macmrabupoBaHus KonmdectBa perumk no CPU wmm ma-
MaTH. ([IpaBUIBHBIN OTBET)

0) [y pyqHOrO yrnpaBiaeHHUs pecypcaMu KOHTEHHEPOB.

B) Jlyis oO6ecnieuenwst 6€30MacHOCTH KOHTEHHEPOB.

r) [{ns yripaBieHus: CeTEBBIMU MTOJIUTUKAMM.

10. Kakoit anement Kubernetes ncrmonb3yeTcst i yIpaBICHUS TOCTYIIOM K pecyp-
cam?

a) Role-Based Access Control (RBAC). (ITpaBrIbHBIH OTBET)

6) Network Policy.

B) Persistent VVolume.

r) Secret.

3.4. PyOexHblil KOHTPOJIb

Bonpocsl pyoe:kHoro kourpoJsi Ne 1
Bonpocul, paccmampusaemvie na ayoumopHulx 3aHAMUAX
Ocnosnvie npunyunsvt u yeau DevOps.
Ymo maxoe nenpepwignas unmeepayus (CI) u nenpepwvisnas nocmasxa (CD)?
OcHosnble uncmpymenmol 0na peanusayuu CI/CD (Jenkins, GitLab ClI/CD).
Ipeumywecmea u neoocmamiu ucnoivb3o8anusi kKonmeunepuzayuu 6 DevOps.
OcHoHble KOMaHObL U npuHyunsvl pabomsi ¢ Docker.
Ymo makoe opkecmpayus KOHMeUHepos U 3a4em OHA HYHCHA?
OcHosHvle (hynkyuu u komnonenmsl Kubernetes.
HUnppacmpykmypa xax koo (laC): npunyunst u uncmpymenmot (Terraform,
Ansible).
9. OcHosubie smanwvl Hacmpotiku pipeline 6 Jenkins.
10.Ponv monumopunea u nocuposanus 8 DevOps. Uncmpymenmwor (Prometheus,
Grafana).

NGO~ WDE

Bonpocwi ona camocmosamenvrnozo usyuenus
1. Ymo makoe DevSecOps u xax umnmezpuposamev 0O€30NACHOCHb 6 NpPOYeccvl
DevOps?
OcHoHble N00X00blL K ynpasieruio kougueypayusimu ¢ DevOps.
Ponv ob6naunvix mexnonoeuii 6 DevOps. Ilpumepol ucnonvzosanus AWS, Azure.
OcHosHvle mempuxu u nokazamenu 3¢pexmusnocmu DevOps-npoyeccos.
Ymo maxoe Blue-Green Deployment # Canary Release?
OcHosHuvle npod.iemvt npu eHeoperuu DevOps u cnocobwvl ux peuteHus.
Pone asmomamuzayuu mecmuposanus 6 DevOps. Uncmpymenmor (Selenium,
Junit).
8. OcHognvle npunyunsvt pabomsl ¢ cucmemamu konmpons eepcutl (Git).
9. Umo maxoe muxpocepsucras apxumexkmypa u Kaxk ona cesazana ¢ DevOps?
10.OcHosmnbie smanwl pazsepmuisanus npuioxcenus ¢ Kubernetes.

Noabkowd



Bonpocsl py0e:kHOTo KOHTpOJIst Ne 2
Bonpocul, paccmampusaemvie Ha ayOumopHbix 3aHAMUSX

Ponv kynemyper DevOps u Agile-npakmuxk 8 ycneuwHou peaiuzayuu npoyeccos.
2. OCHOBHble UHCIMPYMEHMbL 051 YNPABIeHUS CeKPemamu U KOHDUOCHYUATbHbIMU
oannvimu (Vault, AWS Secrets Manager).
Ymo maxoe GitOps u kax on ucnoavsyemcs ¢ DevOps?
IIpumepul ycnewnoeo snedpenuss DevOps 6 peanbHblX npoeKmax.
Ocnoguble smanvl asmomamuszayuu cOOpKU U Mecmupo8aHus NpPocPaMMHO20
obecneyenusl.
6. Ilpunyunvr pabomsr c cucmemamu ynpaeienus Kongueypayuimu (Ansible,
Puppet).
OcHogHble N0OX00bI K A8MOMAMU3AYUY PA3EEPMBIBAHUS 8 OONAUHBIX CPEOax.
Ponv xonmetinepusayuu 8 MUKpOCEPBUCHOU apXumexkmype.
9. OcHosHble uncmpymenmol OJisi MOHUMOPUHEA NPOUIBOOUMENbHOCTIU NPUTOCE-

HULL.
10./Ipunyuner pabomul ¢ cucmemamu nocuposanus (ELK Stack).

Bonpocul ona camocmosamenbHo2o uzyuenus

1. Ocnosnvie npunyunst pabomet ¢ Terraform onsa ynpaseieHus uHgpacmpyKmypoli.
Kaxk obecneuums omxkazoycmouyusocms u macuimaobupyemocms ¢ DevOps?
3. OcHosHble n0OX00bl K A8MOMAMU3AYUU NPOYECCO8 8 KPYNHBIX PACNPeeleHHbIX
cucmemax.
Ponv uckycemsennoco unmennexma u mawunno2o ooyuenus 6 DevOps.
Ocnoguble npunHyunvl pabomvl ¢ CUCMEMAMU YNPAGIEHUS 3A8UCUMOCHAMU
(Maven, Gradle).
Kax opeanuzoeamu 6e3onacnoe xpanenue u nepedauy oarntHvix 6 DevOps?
7. OcHosHble N0OX00bI K A8MOMAMU3AYUL NPOYECCO8 8 2UDPUOHBIX 0OIAUHBIX Cpe-
oax.
Ponv DevOps 6 paspabomke u noooepoicke loT-peurenuii.
9. OcnogHble npuHyunvl pabomel ¢ cucmemamu YAPAGIeHus: KOHMeUHepamu

(Docker Swarm, Nomad).
10.Kax obecneuums 6blcOKYI0O OoCmMYNHOCMb U npouzsooumenviocms 6 DevOps-

npoyeccax?
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3.5. [IpomexxyTouHAasi aTTecTALMS

- BH/I TIPOMEKYTOUYHON aTTECTAI[MM B COOTBETCTBUU C yUCOHBIM TIAHOM TIO
HarpasieHuto nmoarotosku 09.04.03 Tlpuxnannas napopmaTuka: 3a4erT;
- pacyeTHBIE 33/IaHUSI HE TPEAYCMOTPEHBI.

BOHpOCbI, BbBIHOCHMBbIC HA 3a4€T

1. OcnoBHbIe TpuHIUIIE U 1€ DevOps.
2. XKu3HeHHBII LUK pa3pabOTKU MpOorpaMMHOro odecnieueHus B KoHTekcte DevOps.



UYro Takoe HernpepsiBHas uHTerpanus (Cl) u HenpepreiBHas noctaBka (CD)?

OcnoBuble HHCTpYMeHTHI i peanuzanuu CI/CD (Jenkins, GitLab CI/CD, GitHub Actions).

[IpeumyiiiecTBa M HEIOCTATKX MUCIIOJIB30BaHUS KOHTeHepu3auu B DevOps.

OcHOBHBIE KOMaH/IbI ¥ IPHHLIUIIBI paboThI ¢ Docker.

Yto Takoe opkecTpals KOHTEHHEPOB U 3a4eM OHa HY»XHa?

OcHoBHbIe yHKINK 1 KOMIIOHEHTH Kubernetes.

. Undpactpykrypa xak koxa (1aC): npunnumnsl u uHCTpyMeHTHI (Terraform, Ansible).

10 OcHoBHBIE 3Tanbl HACTPOKKH pipeline B Jenkins.

11.Pons MonuTopunra u oruposanus B DevOps. Uuctpymentst (Prometheus, Grafana, ELK
Stack).

12.Yt1o Takoe DevSecOps 1 kak HHTETpUPOBATH 0€30MaCHOCTh B Tporiecchl DevOps?

13.OcHoBHBIE TOJIXO/IBI K YIIPaBIIeHUIO KOHpUrypauusmu B DevOps.

14.Ponp obnaunbix TexHonoruii B DevOps. [Ipumepst ncnons3oBanus AWS, Azure, GCP.

15.OcHoBHBIE METPUKH | MOKa3aTeau 3¢ dekTuBHOCTH DevOps-iporieccos.

16.Yto Takoe Blue-Green Deployment u Canary Release?

17.0OcHoBHBIE TpOOIIEMBI TTpU BHeAPeHUH DevOps 1 criocoObl UX peleHHs..

18.Ponb aBromaTu3zainuu TectupoBanus B DevOps. MHcTpyMenTs (Selenium, JUnit, TestNG).

19.OcHoBHBIEC TPUHIIMIIBI PAOOTHI ¢ CUCTEMaMH KOHTPOJIs Bepeuit (Git).

20.Yrto Takoe MUKpPOCEPBHUCHAS apXUTEKTypa U Kak oHa cBsizaHa ¢ DevOps?

21.OcHoBHBIE ATanbl pa3BepThIBaHUs IpuioxkeHus: B Kubernetes.

22.Poib xyneTypsl DevOps n Agile-mpakTHK B yCHEIIHOW peaTn3auy MpoIeccoB.

23.0OCHOBHBIE HHCTPYMEHTHI JJIs YIIPABICHHS CEKpeTaMu U KOHPHUICHINATbHBIMU JaHHBIMHU
(Vault, AWS Secrets Manager).

24.Yto Takoe GitOps u kak oH ucnoab3yerca B DevOps?

25.TTpumeps! yenemHoro BHeaperus DevOps B peanbHbIX poekTax. Keicol u ypokH.

©OND O AW

4. MeToanueckue MaTepuaJibl, ONpeae/siile Npoueaypbl OeHUBAHUS 3HAHUH,
YMEHUI, HABBIKOB U (MJIN) ONBITA AeATeJIbHOCTH,
XapaKTepu3yIuX 3Tanbl GopMUpOBaHHUS KOMIIETCHIUM

4.1 Ilpoueaypbl OLleHUBAHUSA 3HAHUI, YMEHHUI, HABBIKOB
U (MJIK) ONBbITA JEeATEJIbHOCTH

KoHTposb pe3ynapTaToB 00y4eHUs! CTYACHTOB, 3TAOB U YPOBHSA (POPMUPOBAHUS
KOMIIETEHIIMH M0 TUCIUTUINHE «ABTOMATU3AIMs TEXHOJIOTHYECKUX MPOIIECCOB COOPKH
(DevOps)» ocymiecTBIsIeTCS Yepe3 MPOBEICHUE BXOJIHOTO, TEKYILETO, PYOSKHBIX, BbI-
XOJTHOTO KOHTPOJIEH 1 KOHTPOJISI CAMOCTOSITETLHOU PabOTHI.

®opMbI TEKYILETO, IPOMEKYTOUHOTO U UTOTOBOTO KOHTPOJISI M KOHTPOJIbHBIE 3a-
JaHUs 1)1 TEKYIIEro KOHTPOJIS pa3padaThIBatOTCs Kadeapoi UCXO s U3 crienuuku
JOUCLMIUTMHBL, U YTBEPXKJAIOTCS Ha 3aCeIaHuu Kadeapol.

4.2 Kpurepum onleHKM 3HAHW i, YMEHN, HABBIKOB M (WJIH) ONbITA 1€ATEJIbHOCTH,
XapaKTepu3yIuXx 3Tanbl GopMHUpPOBaHUS KOMIIETEHIUI B IIpoLecce 0CBOCHUA
00pa3oBaTeIbHOI MPOrpaMMBblI

Onucanye mKaJibl OICHUBAHUS JOCTIKECHUS KOMITETSHIIUN 10 TUCIHUILIMHE TIPH-
BeJIeHO B TadiuIie 6.



Tabnuua 6

YposeHs OTMeTKa 1o nsTU- Onucanue
OCBOCHHSI OayTbHOU
KOMITCTCHITHH cucteme (3a4€T)

8bICOKUIL «3a4TEHO» OOyuatommuiicss 0OHapYy XUl BCECTOPOHHEE, CUCTEMAaTHUECKOe U TIIy0o-
KO€ 3HaHue y4eOHOro Marepuaa, yMeeT CBOOOJHO BBIIOIHATh 3a4aHUs,
MIpe1yCMOTPEHHBIE TPOrPaMMOM, YCBOMJI OCHOBHYIO JINTEPATYpPY U 3HA-
KOM C JIOIIOJIHUTEIIbHOU JIUTEPATYPOH, PEKOMEHJOBAHHOW ITPOTPaAMMON.
Kak mpaBuio, oOydaromuiics NposBsIET TBOPYECKHE CIIOCOOHOCTH B
[TOHMMAaHUH, U3JI0’KEHNU U UCIIOJIb30BaHUM MaTepHaia

bazoeutii «3a4TEHO» OOyuatommuiicss oOHapyKHJ IIOJIHOE€ 3HaHHWE Y4eOHOTO MaTepuaia,
YCIICIITHO BBINOJIHAET MIPEAYCMOTPEHHBIE B IIPOTPaMMe 3a1aHHs, YCBOWI
OCHOBHYIO JIUTEPATyPY, PEKOMEHJIOBAaHHYIO B IPOTrpaMMe

nopozoauwlii «3a4TEHO» OOyuatormuiicst 0OHapy>KUJI 3HAHHUS OCHOBHOTO y4eOHOro MaTepuaja B
o0BeMe, HeoOXOAMMOM IS TATbHEHIIeH yae0bl U peACTOosIelH padoThI
o npodeccuu, CIpaBisSeTCS C BBHIMOJIHCHUEM MPAKTUYCCKUX 3aJIaHUM,
NpPEAYCMOTPEHHBIX MIPOrPAMMON, 3HAKOM C OCHOBHOM JINTEPAaTypOi, pe-
KOMEHIOBaHHOHN ITPOrpaMMOM, JOITyCTHII MOTPELIHOCTH B OTBETE HA 3K-
3aMEHE U MPH BBIMOJIHCHUH 33aHuii, HO 00J1a/1aeT HEOOXOAUMBIMY 3Ha-
HHUSMH U1 UX YCTPaHEHUs 10, PYKOBOJACTBOM IIPENIOAaBaTENS

- «HE 3aYTCHOY OOyuaromuiicss 0OHApYKWJI MPOOENbl B 3HAHUAX OCHOBHOTO Y4eOHOTO
mMmarepuaia, AOIMYCTHII MPUHIHUIIHAIBHBIC OIHI/I6KI/I B BBIIIOJIHCHHUH
MPETyCMOTPEHHBIX TMPOTPAMMON MPAKTHYECKUX 3aJaHUH, HE MOXKET
NPOJODKUTh OOYyYeHHE WM TMPUCTYNUTH K MPOQECCHOHAIBRHON es-
TEJILHOCTH [0 OKOHYaHUHM 00pa30oBaTeNbHON opraHm3anuu 0e3 JA0mod-
HUTEJIBHBIX 3aHATHIA

4.2.1. Kpurepuu OneHKH YCTHOI'O OTBETA IPHU MPOMEKYTOYHOH aTTeCTAlUN

[Ipu oTBeTE HA BONPOC 00YUAOIIUKCS TEMOHCTPUPYET:

3nanusa. OcHoBHble npuHIUIbEl padotel CI/CD (Continuous Integration / Contin-
uous Deployment). CtpykTypy ¥ pYHKIIUU paclpeesICHHBIX CUCTEM U 00JauHBIX CPE/I.
Bunbl anropuTMOB KOHCEHCYca B KOHTEKCTE yNpaBlieHUs BepcusiMu koja. Konuenimo
uHppacTpyktypsl kKak kojaa (1aC) u ee mpumenenue B DevOps. KitoueBsie maTdopMbl
Uit pa3pabotku U yrnpasieHuss DevOps-niporieccamu, Takue kak Jenkins, GitLab CI,
Kubernetes, n ux 0cOOECHHOCTH.

yMmenusi: [Ipumensate metonsl u cpenactsa paspadorku CI/CD mpist aBTomartuza-
IIUU [IPOLIECCOB. AHAIU3UPOBATH SKOHOMHYECKYIO 3(hpexTuBHOCTH BHeApeHus: DevOps
B OusHec-mpouecchl. [IpoekTrpoBaTh U pa3pabaThiBaTh PEIICHHUS C HCIOJIb30BaHHEM
KoHTerHepusammu 1 opkectpamuu (Docker, Kubernetes). Mcnons3oBath kpunrorpadu-
YECKHUEe METOJbl U UHCTPYMEHTHI JIsl oOecrieueHus: 0€30MacHOCTH JaHHBIX U yIpaBJie-
HUE CEKpEeTaMHu.

BJajeHue. HaBblkamMu cO3/1aHUsS M TECTHUPOBAaHUSA KOH(PUIypallMOHHBIX (haioB
CI/CD. Meronamu pOeKTUPOBAHUS MUKPOCEPBUCHBIX apXUTEKTYP M MX UHTETPAIIUU C
DevOps-nipouieccamu. MHCTpyMEHTaMH aHaiu3a U ONTUMU3AIMN TPOU3BOJUTENBHOCTH
DevOps-cuctem. Metoaukamu mpuMeneHuss DevOps s yiydiieHus: Ou3Hec-
IIPOLIECCOB B PA3JIMYHBIX OTPACIAX.

Kpurepuu ouenku




OTJIMYHO

oOydJaronuics 1eMOHCTPUPYET:

3nanue npuHIHNOB padotel CI/CD, BkITtouas HempepbIBHYIO HHTETPa-
L[1I0, HEMPEPHIBHOE Pa3BePTHIBAHUE U MOHUTOPUHT .

Ymenue 00bsicHuTh poib DevOps B IT-cexrope (Hanpumep, yckopeHue
pa3paboTku, nosbieHue kayectna [10, ynydiieHne coBMecTHOM paboThl
KOMaH[).

Brnagenue HaBbIkaMu aHallM3a MPEUMYIIECTB U HEAOCTATKOB BHEAPEHUS
DevOps B pa3zianuHble POLECcChl OPraHUu3aluH.

XO0pOIIo

oOy4aronuics: AeMOHCTPUPYET:

[Nonumanue ocHoB Texuonoruun CI/CD u ee kitoueBbIx npumeneHuii B IT
(aBTOMaTH3aLIMA COOPKHU, TECTUPOBAHUS, PA3BEPTHIBAHUS).

YMeHue npuBOIUTh TPUMEPHI UCTIONIb30BaHus DevOps, HO T0MyCKatoTCst
MEJIKHE HETOYHOCTH.

Brnanenue oOmmMu 3HaHUSIME O MUKPOCEPBHCAX U BO3MOXKHOCTSIX MX
npumeHenust B DevOps-niponeccax.

YAOBJIETBOPUTEIHHO

oOydJarouuics 1eMOHCTPUPYET:

3Hanue 6a30BbIX MOHATUH, Takux Kak CI/CD, konTeiHepu3aus, o0aad-
HBIE CPe/Ibl, HO TOBEPXHOCTHOE MIOHUMAHHE JIeTaJIeH.

YMeHue onrcath 0a30Bble IPUMEPHI TpUMEHeHUs TexHooruu B IT (6e3
rIIyOOKOH TIPOpadOTKH).

Brnagenue yacTHUHBIMU 3HAHUSIMH O paboTe HHPPACTPYKTYPHI KaK KoJa

(1aC).

HEYAOBJICTBOPUTEJIbHO

oOyuaromuics:

OtcyrcrBue nonnmanus ocHoB CI/CD u ero npuMeHeHHS.
HecnocoGHOCTb pUBECTH MpUMEPHI WK O0BSICHUTH IPEUMYILECTBA
TEXHOJIOTHH.

OmuoKy B KIIFOYEBBIX MOHATHUAX, TAKMX KaK KOHTEHHEpU3aIHsl, OPKeCT-
panus u laC.

4.2.2. Kputepuu oueHku pedepara
[Ipu HanucaHuy A0KIaga OOYYAIOIINIICS IEMOHCTPUPYET:
3HaHus: [Ipaktuka npumenennst DevOps B pa3nuyHbIX OTPACIAX U MPOEKTAX.
YMEHHMSI: aHAIM3UPOBATh U COAEPKATEIBHO MHTEPIIPETUPOBATH NOJIYYEHHBIE PE3YJIbTa-

TBI UCCIICJOBAHNH,

BJIaJleHHEe HABBIKAMM: TOMCKAa WMH(OpMAIMU B TPATUIIUOHHBIX OUOIMOTEKAX M WH-
(dbopMaIMOHHBIX pecypcax.

Kpurepuu ouenku pedepara

OTJINYHO

00y4aromuicst JEMOHCTPUPYET:

- 3HaHHe ucciaenyemMoin TemMsl (pedepaT CTpyKTYpUpPOBaH; UCIOIb30BaHBI
pa3IMYHbIE TOUKHU 3PEHUS 110 pacCCMaTpUBaEMOMY BOIIPOCY, CAEIaHbl U
apryMEeHTHPOBAHbI OCHOBHBIE BBIBO/IbI, TPOCTYIIMBAETCS CAMOCTOSITENb-
HOCTbh CYXJICHHI, OCHOBHBIC TIOHSATHSI BOIIPOCA U3JIOKEHBI ITOIPOOHO);

- IOTUYHOCTh ¥ CTPYKTYPUPOBAHHOCTh M3JIOKEHUS MaTepuaa;

- pacIIMPEHHYIO AIEKTPOHHYIO IPE3EHTAIMIO K JOKJIaay Ha 5 claiiioB.

XO0po1I0

oOydJaronuics 1eMOHCTPUPYET:

- 3HaHUe TeMbl pedepara (pedepaT CTPYKTYpUPOBaAH; HCIIOJIB30BaHbBI pa3-
JIUYHBIE TOYKH 3PSHHSI IT0 pacCMaTPUBAEMOMY BOIIPOCY, CACIIAHbI U ap-
T'YMEHTUPOBAaHbI OCHOBHBIE BBIBO/IbI);

- pacUIMpPEHHYIO YJIEKTPOHHYIO PE3EHTAIHNIO K pedepaTy MeHee S5 ciiaid-




JOB.

YAOBJIETBOPHTEJILHO

00yYaroIUIACS TEMOHCTPUPYET:

- HEMOJIHOE 3HaHHE MaTepuasa (B MaTepuasie MPeACTaBICHA OJHA TOYKA
3pEHUs], OTCYTCTBYET CAMOCTOSTENIbHOCTD CY KISHHI);

- He MIpeJICTaBJIeHa HJIEKTPOHHAs PE3eHTalUs.

HEYAOBJICTBOPUTEC/IBHO

oOydaroruiics:
- HE BBITIOJHWI pedepar.

Pazpabomuuxu: oouenm Posanoe A.B. @(‘0 ,
(noarfycs)
-)il‘v'(‘.'
oouenm I'onuapoe P.J].

(moammch)




